At Natlenal Onfloe Safety, we bellevs in prmpewerng parents

carers and rosted odults with the Information te held an Inforrmed conversatlon about anline safety with thelr children, ahoaid they
fonl it Is nireded. This gulde focuses on one of many opps whi

i bl trusted adults shoukd be oware of. Plecse visl wwiw.nation dineeciety com for further guides, hints ond tps for odults,
A e
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snapchat is an instant messaging app which allowsiusers to send images, videos and texts ta
people In their friends list. One of Snapchat’s unique features is that pictures and messages
‘disappear’ 24 hours after they've been viewed; however, this content isn’t as temporary as many
belisve - with some users saving screenshots or using another device to take a photo of their
screen. This year, Snapchat added "My Al': a customisable chatbot with which people can chat and
share Secrets, as well as asking for advice and Suggestions of places to visit.
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~ ) Advice for Parents & Carers (
 TURN OFF QUICK ADD @ . CHOOSE GOOD CONNECTIONS |  DISCUSS Al

The Guick Add feature helps gaopls | in 2021, Snapchat rolled out Although My Al's responses can often glve
find sach athar on the app. This . o naw safety featurs: users can the Impression that it's a real persaen, it's

function works based on mutual now receive natifications reminding ey ezzential that yeung people remember this }
frionds or whether somseone's them of the importance of maintaining certalnly ian‘t the ease, Encouroge your child = }y
number is in ¥0ul child‘s contacts list. Explain . connections with people they actuall ta think critically about My Al's replies to e

te your child that this could potentially make - know wall, os opposed to strangers. This thelr guestions: are they decurate and - f
thair profile visible to strangers. We recommend ‘ ‘Friend Check Up’ encouroges usaers to rellable? Remind them that My Al shouldn't

that your child turns off Quick Add, which can b dalete connections with users that the .

¥ replace ch»amngbwim thelr real friends, and
done in the settings (accessed via the cog icon). rarely communicate with, to maintain thair that [t's always better to talk to an actual
.. online safety and privacy. persan In relation to medical maotters.

D\ KEEP ACCOUNTS PRIVATE

Profiles are private by default, but children
| may make them public te gain more
| followers. Snap Stories are vislble to everyone

CHAT ABOUT CONTENT
}t may feel like on awkward conversation
and one that yoyng ?ﬂeﬁlﬂ can be
reluctant bo have) but it's important to talk

BE READY TO BLOCK AND REPORT

If @ stranger does connect with your ehild

on Snapchat and begins to make them .

feel uncomfertable through buuyingh; ‘
¥

epanly and non-judgementally about sexting. | r child odds, unless they chﬂ.ﬂeﬂﬂ the settings. pressure to send explicit Images or 5
Remind your child that once something's online, . Dn SnapMdps, their location is visi l)c unless Ghost sending sexual Images to them, your child

the creator [ases control aver where it ends up — Mode Is enabled (agaln via settings). it's safest not can sefect the three dots on that person’s

and who sise sees [t Likewlss, [t's vital that to odd people your child dossn't know in real life = profile and report or block them. There are
children understand that some challenges which HI‘PE‘EEFIH sinca the addition of My Ploces, which options to state why they're reporting that user
bacome ?:a ular on the platform may hove allows other Snopchat users to see where your child E‘unﬁ&ylng or malicious messoges, spam, or
potantially harmful consequences. | regularly visits and checks In. mosquerading as someone else, for example),
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O Clalne Sutherand bsan onling sofety consultant, educator and

*

researcher who hos developed irriplemented —budlying
und cyber salety policles for school s wiritter various * . Y &
acodarmic papars ond carmed out ressarch for the Austrafion S afet‘y

governmient caniaing intermet Use and sexting behaviour of
yaung people o tha LK, L5GA and Australia,
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Algarithmes rank content by user
interast: someons who regularly
interocts with sports news, say, will
zee the latest results at the top of thelr
feed. Lkewlse, If a user browses
cantent that can eouse harm, thal's
what will be recommended 1o them In
future. SEomeons who's had o bad day
and leaks for pests which reflect their
rnaod will find slmilar content being
suggested to them more ond more.

Avolding the default feeds on
soclal media plotforms Amits the
amount af recommended cantent
that's shewn. Wsars con opt to only
seroll through the ocoounts they
follow, use resiricted modes, or
highlight pests that they don't want
o see maore of. Explore the platform
sofety settings to see how you can
| toke control of what your ehild's phona
| zhows them when they open tha app.‘

2. AVOID THE MAIN FEED
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N THEYVE SEEN Q i
Chatting about whaot your child's sean
oniine keeps you aware of tha content
thnx‘m interacting with. Don't assume
that platforms are scresning out
iﬂﬁﬁﬁﬁfﬁﬁ& material, ar @ven that
ggur child would recognise content as |

. baing harmiul. Discuss who thay
Tollow, what {egats iy Hike and what
comes Up in thelr leeds: I alarm belis

ring, it could be time for  more

In-depth talk or to seak support.

4. LEARN HOW TO
¥ HIDE CONTENT ‘T

1f your child stumbles gcross
% unsultoble content on soclal
= rnedl|a, there's the optlon to hide
that past as well as indicating you'd
d gmmr any simllar material not to
7/ bo suggested In future. On some
latforms, you might also be able
to block posts that contaln specific
wards, which s an excellont woy ta
start toking control of what your
chlld soes online.

Phones ond mast opps can tell
you how much theyre being used.
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and tech-ree spores: nvalving your
child in craating this ogreem
makes tharn mare Hiealy to =tick to it

Meet Qur Expert
2 ; wecutive heodten
5 O ey

@ wianw.nationalontir

1. UNDERSTAND THE
ALGORITHM ®i3

ou could set some famlly

abouticontentthatupsets them.
' 6. MONITOR THEIR ACTNITY

Keeping o discrest aye on how \ﬁgwr
child s using soclal media con B:
enzure they re not amerlnt%pgmn ey
dongerous situations. As they grow
f course, ehildren need space to
Isa thelr independence = but you
| can still occasionally osk to see whaot
they're looking ot. Be trans
about your own soclal

not to 2aund ETiEn
ggcut your chlld"g? 2

7.TURN OFF PUSH €
NOTIFICATIONS ¢

Even for adults, itz tempting to check
an emall or masmga ag z00n os the
abert sound pings. Fush notifications
encolrage people to apen thelr apps
and spend tme an their device, 5o
1 turning them oft will your child to

practize mindful uze of Mozt of

. us have other things that we need to
focus on s a priofity - and thoze
notifications will still be there later,

when we have mare time.

8. USE DEVICES TOGETHER ¥

Giving children intamet-enabled
. devices and complete freedom to 9§
explors platforms on their owncan  # 00
0 rasult in exposure to huﬁsly damaging B
" content. You could consider making o 5=
particular ared at home a designated (e
spdce to Use phones, tablets andso | .
an - making it much easier to monitor
what contant your child (s viewlnig and
(it necessary) steer therm away fram
dny potsntially harmful paths.
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~_ Mental haalth professionals often.

S higl t the imporfance of exarciss,
'EN! ?;lma with foved ones, !

R ey,
) Mz%

onced dist and restful sieep for our
mental wellbeing. Spending hours on
social media can couse us to socriflce
other octivities thot our brains need ta
tesl wall - so enccumglng yeurchild to
put down thelr & T L
something that dossn'tinvalve a
serean con be immensely beneficial.

V) TaIK ABOUT PEER :@
PRESSURE |

Most phﬂ%kﬂt chilldmn‘sl

gecounts to pri . 50 only peapla

they've accepted as friands can sea

| their posts. This reduces the risk of

bul or unkind commants, but —

Jjust like offling life — the digital world

ean still make children feel as if they

need to act or look a certain way to fit

in. Talk to your child about pear

pressure, and listen to any concems so
g, You can provide the support they nesd.
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Uears of this gulde do so at thelr own discration. Ne lability |s enterad Ints. Current of of the date of release: 30.11.2073




